Osmo Guard
Osmo Guard is a robust role-based access control system integrated into the OQSHA portal. It facilitates the management of user permissions across various modules, ensuring that users have appropriate access levels based on their assigned roles.

Key Features

1. Role-Based Access Control:
   - Osmo Guard implements a roles-based access approach, allowing administrators to define and manage user roles effectively.

2. Multiple Role Creation:
   - Administrators can create multiple roles, each with specific permissions tailored to the needs of different user groups.

3. Granular Permissions:
   - Permissions can be set at a granular level for each module, including:
     - View: Allowing users to view content within the module.
     - Create/Update: Enabling users to create new entries or update existing ones.
     - Delete: Permitting users to remove entries within the module.

4. Role Assignment:
   - Once roles are defined, they can be assigned to users. Each user can be assigned one or more roles, depending on their responsibilities and requirements.

5. Access Control:
   - Users can only access modules and perform actions for which they have been granted permissions. This ensures that access is strictly controlled based on role assignments.

Osmo Guard provides a secure and efficient mechanism for managing user access within the OQSHA portal. By leveraging role-based access control, organizations can ensure that users have appropriate permissions, enhancing both security and productivity.

