Main Point to Research 
· IP cameras – IP protocol to send audio ,video 
· Conventional Security Camera – Coaxial Cable – transmit analog NTSC/PAL signal
Analog CCTV systems
·  work with coaxial cables, directly connecting each camera to a recording device (like a DVR). They are often limited in terms of image quality, scalability, and remote accessibility.
IP camera 
· have their own IP address and send and recieve data via internet or network , similar to webcam
· connect to a network through WiFi or a Power over Ethernet(PoE)
· Used with both NVR and DVR – making common solution for enterprise video surveillance
Global Protocols for CCTV Access
The most common protocols for accessing CCTV streams are:
· RTSP (Real-Time Streaming Protocol):
Most IP cameras support RTSP, enabling live video stream access.
 Example: rtsp://<IP>:<port>/<stream>

· ONVIF (Open Network Video Interface Forum):
A global standard used by many CCTV brands to ensure interoperability. ONVIF 	supports discovery, control, and streaming.
· HTTP/HTTPS:
Many cameras provide MJPEG or snapshots over HTTP/HTTPS. 
Example: http://<IP>/snapshot.jpg.
· FTP/SMTP:
Some systems support periodic image uploads via FTP or email.


WiFi and Non-WiFi Cameras
· WiFi Cameras:
Typically configured via an app or web interface. Use RTSP, ONVIF, or HTTP URLs for stream or image access.

· Non-WiFi Cameras:
Typically use DVR/NVR systems. Access through DVR via LAN, RTSP, or ONVIF. 	Important: Analog cameras may require a capture card or DVR to digitize video.
For 5 sec snapshot  solution
· Data Collection:
Use a polling mechanism for periodic images (HTTP snapshot URLs) or establish RTSP streams for live video.
· Processing Frameworks:
Use tools like FFmpeg for stream capture and frame extraction.
Example command to extract frames:
ffmpeg -i rtsp://<IP>:<port>/<stream> -vf fps=1/5 utput_%03d.jpg

· <IP>: The IP address of the camera or streaming device.
· <port>: The port for RTSP (default is often 554).
· <stream>: The specific stream or channel identifier (varies by camera model).
· -vf fps = 1/5 - video filter to extract 1 frame every 5 sec 

· Data Transmission:
Use HTTP POST, MQTT, or WebSockets to send the frames/images to the server.


ONVIF (Open Network Video Interface Forum)
· Its aim is to provide a standard for the interface between different IP-based physical security devices.
· provide a consistent way for devices from multiple manufacturers to work together
· It not a protocol but a standard , its standard determines how a protocol like RTSP will work
· Profile S : For basic video streaming : read more..
· Profile T : For advance video streaming : read more
· More information on ONVIF can be found here : blog
· Official ONVIF site  : https://www.onvif.org/profiles-add-ons-specifications/
· To get the conformant product  : https://www.onvif.org/conformant-products/
RTSP  (Real Time Streaming Protocol)
It controls video and audio transmission between two endpoints, and enables it to happen with minimal latency (delay) over an internet connection

Types of IP camera
· PTZ IP Camera: Pan-tilt-zoom (PTZ) cameras can adjust their field of view and angle via a remote operator, allowing users to track events with greater control
· Fixed IP Camera: Fixed IP cameras operate in a static position and provide a single view within the camera’s field of vision
· PoE or PoE+ IP Camera : use an Ethernet cable (usually Cat 5 or 6) to supply both electrical power and data simultaneously
· Wireless IP Camera: Wireless IP cameras connect to a WiFi router to send video data. The footage is then transferred to cloud storage or the camera’s local built-in storage

Integrating CCTV systems with existing network infrastructure 
requires adherence to specific protocols to ensure seamless operation and compatibility. Here are the essential protocols necessary for such integration:
IP (Internet Protocol): IP is fundamental for CCTV systems as it enables the transmission of video data over the network. IP cameras are essential components of modern CCTV setups, allowing for easy integration with existing network infrastructure.
TCP/IP (Transmission Control Protocol/Internet Protocol): TCP/IP is the backbone of modern networking and is crucial for CCTV systems to communicate effectively over the network. It ensures reliable transmission of video data between cameras, recording devices, and monitoring stations.
HTTP (Hypertext Transfer Protocol): HTTP is commonly used for accessing web-based interfaces of CCTV systems. It enables users to configure cameras, view live feeds, and access recorded footage through web browsers or dedicated software applications.
RTSP (Real-Time Streaming Protocol): RTSP is essential for streaming live video from CCTV cameras to recording devices or monitoring stations. It facilitates real-time communication between cameras and networked devices, ensuring smooth and continuous video streaming.
ONVIF (Open Network Video Interface Forum): ONVIF is a standard protocol that promotes interoperability between different brands of IP-based CCTV devices. It allows for seamless integration of cameras, video management systems, and other networked devices within the same infrastructure.
PoE (Power over Ethernet): PoE is a protocol that enables both power and data to be transmitted over a single Ethernet cable. It simplifies the installation of IP cameras by eliminating the need for separate power cables, making it ideal for large-scale deployments in organizations.

What Devices Do You Need for CCTV Network?
To create a networked CCTV system, you will need the following devices:
1. IP Cameras: The cameras themselves, which capture and transmit video over the network.
2. Network Video Recorder (NVR): This is the device that records and stores the video footage. Unlike a DVR, which is used in analog systems, an NVR is designed for IP cameras.
3. Switches (PoE Switches): These allow multiple devices (in this case, cameras) to connect to the network. PoE switches also provide power to the cameras through the Ethernet cable.
4. Router: This is the gateway that allows your cameras to connect to the wider internet, enabling remote access.
5. Ethernet Cables: These cables connect your cameras to the switches and the NVR. If you’re using PoE cameras, these will also provide power.
6. Storage (HDD or SSD): Storage drives are used to save the footage. This can be internal to the NVR or attached externally.
7. Viewing Device: A monitor or a mobile app to view the live or recorded footage.




Found this Video : https://www.youtube.com/watch?v=umXYI_8rIKE
[image: ]
Can be used to connect camera through electrical wires and then can access the feed on the server by using another PLC there

Few useful resources :
· https://www.linkedin.com/pulse/networking-cctv-cameras-simplified-methodology-yasith-danthasinghe-sgdgc/
· https://info.verkada.com/security-cameras/ip-camera/ 
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